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Abstract

Differential Cryptanalysis (DC) is one of the oldest known attacks
on block ciphers and there is no doubt that it has influenced the design
of encryption algorithms very deeply, ever since the 1970s. DC is
based on tracking of changes in the differences between two messages
as they pass through the consecutive rounds of encryption. However
DC remains poorly understood.

In this paper we survey some of our research on the differential
cryptanalysis of GOST. GOST cipher is the official encryption stan-
dard of the Russian federation. It has military-grade 256-bit keys and
until recently it had a very solid reputation. It is also an exception-
ally economical cipher implemented in OpenSSL and by some large
banks. In 2010 it was submitted to ISO to become a global industrial
standard.

In his textbook written in the late 1990s Schneier wrote that against
differential cryptanalysis, GOST is “probably stronger than DES”. In
fact Knudsen have soon proposed more powerful advanced differen-
tial attacks however to this day most people get it wrong. In the
most recent survey paper about advanced differential cryptanalysis and
specifically in the context of ciphers with small blocks such as GOST,
[Albrecht-Leander 2012] we read: “Truncated differentials, [...] in some
cases allow to push differential attacks one or two rounds further”. In
fact we can gain not 2 but much closer to 20 rounds. For the default set
of S-boxes our best differential attack on GOST has complexity of 217
which is also the best single key attack on GOST cipher ever found.
For other S-boxes the adaptation is possible but not straightforward.
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1 Introduction

GOST is a well-known Russian government standard block cipher. It has a
256 bits key which can be potentially further extended with secret S-boxes.
This makes it a military-grade cipher and GOST is the official encryption
standard of the Russian Federation. It appears that GOST is used by large
banks such as Sberbank and the Central Bank of Russian Federation. It
became an Internet standard [15] and it is a part of many crypto libraries
such as OpenSSL and Crypto++ [16, 22]. In recent years it was increasingly
popular and used outside its country of origin [18]. It is frequently praised
for its exceptionally low implementation cost in hardware [18] which makes
it a cheaper alternative for the major industrial standards such as AES and
triple DES. Accordingly in 2010 GOST was submitted to ISO to become an
international standard [18, 5].

Until 2010 the consensus in the research community was that “despite
considerable cryptanalytic efforts spent in the past 20 years” GOST is not
broken [18, 5]. However, as soon as it was submitted to ISO, it has attracted
more attention from serious cryptanalysts. GOST got “academically” speak-
ing broken and some 50 distincts attacks on GOST faster than brute force
have been proposed, cf. [5, 11] and many other. This includes new advanced
differential attacks [20, 6, 7, 8, 12, 11]. This is particularly interesting be-
cause Differential Cryptanalysis (DC) is one of the oldest classical attacks
on modern ciphers. It is very widely known and studied, and it has guided
cipher designers ever since the 1970s [3]. Our research shows that differential
cryptanalysis remains poorly understood.

2 GOST And Differential Cryptanalysis

In his textbook written in the late 1990s Schneier wrote that against differ-
ential cryptanalysis, GOST is “probably stronger than DES” [21]. Moreover
in 2000 Russian researchers claimed that breaking GOST with five or more
rounds is “very hard” and explain that as few as 7 rounds out of 32 are
sufficient to protect GOST against differential cryptanalysis [13]. All this
is maybe true if we only look at simple differential attacks with single dif-
ferentials such as Biham-Shamir attacks on DES [2]. GOST appears to be
secure in the standard historical Biham-Shamir formulation of DC with sin-
gle differences on the full state: we look at bitwise XORs of 64-bit words and
the probabilities that certain particular differences could be invariant and
propagate inside the cipher with a large probability. Interestingly, in 2000
Seki and Kaneko [20], explained that in GOST a basic differential attack
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with one single difference is unlikely to work at all for a larger number of
rounds. This is due to the fact that unlike for DES, in GOST, differential
characteristics for one round, typically work only for a fraction of keys, and
this fraction is likely to rapidly decrease with the number of rounds, see
[20]). However the study of differential cryptanalysis of DES is highly mis-
leading [2]. It is possible to see that for many ciphers substantially better
attacks can be obtained with sets of differentials.

2.1 Advanced Differential Attacks

In particular we have “truncated differential” attacks introduced by Knud-
sen [17] as early as 1994. Similar attacks are shown to exist for GOST as
early as in 2000 by the same Japanese authors Seki and Kaneko [20]. These
early advanced multiple differential attacks allowed to break about 13 rounds
of GOST, see [20]. It was later discovered that these exact sets of differ-
entials propagate with probabilities much higher than expected, see [7, §].
Since 2011 we have discovered and published a number of better/stronger
differential properties of GOST cipher than those of [20)].

To this day, cryptographic literature badly underestimates the power of
such attacks. For example in the most recent paper specifically about ad-
vanced differential cryptanalysis with many differentials, and which specif-
ically looks at ciphers with small block which is the case for GOST [1], we
read that: “Truncated differentials, [...] in some cases allow to push differ-
ential attacks one or two rounds further.” Our research on GOST shows
that we gain not 2 but much closer to 20 rounds [12]. This is a truly huge
improvement knowing that the security of ciphers grows in general exponen-
tially with the number of rounds.

2.2 The Most Basic Result

We consider differences with respect to the bitwise XOR. Following [7, §]
we define an aggregated differential A, B as the transition where any non-
zero difference a € A will produce an arbitrary non-zero difference b € B.
In particular we consider the case when A is a set of all possible non-zero
differentials contained within a certain mask. This can also be seen as a
special case of “Truncated Differentials” [17] which are defined as fixing the
difference not on all but a subset of data bits. A small technicality is that
we explicitly exclude all-zero differentials from our sets of differences. For
example for
A = 0280700700
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we consider a set of all differences on 32 bits with between 1 and 7 active
bits (but not 0) and where the “active” bits are contained within the mask
0x80700700. Similarly we denote by (A,A) a set of difference on 64 bits
with up to 14 active bits, including also differences which are all zero in one
half. There are 2'4—1 differences in this set and we have |A| = |B| = 214 —1.

Following [6, 7] for the default set of GOST S-boxes, the set of differ-
entials (A, A) with uniform sampling of all differences it allows, produces
an element of the same aggregated differential set (A, A) after 8 rounds of
GOST with probability about 27250,

3 Conclusion

A common misconception is that the choice of S-boxes allows to make a
cipher more secure against differential cryptanalysis. In fact there is no
evidence that they do. On this question opinions vary very substantially.
Courtois has claimed in March 2012 [12] that the security of GOST depends
essentially on the internal connections of the cipher and much less on S-
boxes, while Russian advocates of GOST [19] have claimed in July 2012
that S-boxes heavily affect security and with “good” S-boxes the attack fails.
A number of recent results tend to show that none of the alternative versions
of GOST is really much more secure against advanced differential attacks.

Table 1: Some recent results with sets of 14 bits and 8 rounds cf. [10]

Set Name Set P(8R)
default set [21] 78000078 07070780 | 2~240
ISO 18033-3 proposal | 80000707 20707000 | 2—227

However this sort of question does not have a definite final answer. Ad-
vanced differential attacks have very substantial combinatorial complexity.
There is no straightforward metric to compare various differential proper-
ties. Their propagation probabilities cannot always be multiplied for more
rounds. Additional properties such as symmetry may be required [12].

In order to address these problems we have been able to refine the Knud-
sen approach and propose a new refined form of an advanced differential
attack. We introduce General Open Sets which partition the classical trun-
cated attacks into disjoint sub-sets based on the very specific internal struc-
ture of the cipher [9]. This allows us to construct new families of distinguish-
ers for 20 and more rounds of GOST [9]. Then taking into the account the
weak key schedule of GOST, full 32-round GOST can be broken, cf. [12].
Our best differential attack on GOST has complexity of 2'7 which is also
the best single key attack on GOST cipher ever found.
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